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1. Preface

Intended Audience

This document is intended for the following audience:
e  Customers

° Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Structure

This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:
e Introduction
e Preferences & Database

e  Configuration / Installation.
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OBDX Servicing Application

2.1 Prerequisites

2.0BDX Servicing Application

OBDX Android App is supported only on versions n (current) and n-1 release.

a. Download and Install node Js (will be downloaded to default path)

b. Install node js from https://nodejs.org

c. DOWNLOAD AND INSTALL ANDROID STUDIO

d. Download and install Android Studio from https://developer.android.com/studio/index.html
e. Download and Install Android platforms

f.  Update Android SDK to latest API Level.

g. Gradle Version: gradle-4.6

h. Android Gradle Plugin Version (3.4.0): ‘com.android.tools.build:gradle:3.4.0' or above

Set Environment variables

Set following system variables:

1. Click on Windows key and type Environment Variables.

2. Adialog box will appear. Click on the Environment Variables button as shown below

Systern Properties

Computer Mame Hardware Advanced  Sysiem Protection Remote

“ou must be logged on as an Administrator to make most of these changes.

Peformance

Visual effects, processor scheduling, memany usage, and virtual memaony

Settings...
User Profiles
Desktop settings related to your sign-in

Settings...
Startup and Recovery
System startup, system failure, and debugging information

Settings...

E Environment Varahbles. ..

oK Cancel Apphy

=

3. NODEJS <nodejs_path> Example: “C:\Program Files\nodejs\”.

k. Add the above variables in “PATH” system variable.

2-2
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OBDX Servicing Application

(:T 9.0 )¢ 17-2_app_document Final.docx - Microsoft Word - x
/| Home | Inset  Pagelajout  References  Malings  Review  View @
ST el e e[ £ Find +

Calibri Body) A e %
I . . | S| Environment Variables w1 AAB acsbce aasben &, Replace
Paste . * Aav | _ Change
M Fomat painer B I U sk x, % ha HJ_ Title Subtitle  Subtle Em... - Smﬂﬂv Iy select-
Clipboard ] Font User variables for MGARI L )| Editing

Page: 10122 | Words: 1,208 | 35 |

Variable
PATH
TEMP
™R

Value
C\Users\MGARI\AppData!Roaming\npm
%4USERPROFILE%:AppDatah Local\Temp.
%4USERPROFILE%:AppDatah Local\Temp.

vanced  System Protection Remote

diminitrator to make most of these changes

New User Variable

Variable name:

Variable yelue:

ha. memory usage, and vitual memory

[nopess

[ caprogram Files\nodejs

Browse Directory...

Browse fil..

0s

Path
PATHEXT
PERLSLIB

NUMBER_OF_PROCESSORS 4

Windows NT
CA\ProgramDats\Oracle\Javajavapath: C:\app\ MGARIproduct\11.2..
COM: EXE: BAT: CMD: VBS: VBE: J5 JSE: WSF: WSH; MSC

and debugging information

Environment Variables...
0K

MobileAPpsals [Compatibiity Mode] - Microsoft Excel - b
Data  Review  View @ -0 x

= = A s xR us == | == = -

& cut i T el 1= : @ T AutoSum ? ﬂ
81 2 cop | Environment Veriables X 3 Fil-
Paste || i - - - |8 ete Format Sort & Find &

- Format Painter (B L O] d A |8 .Cear~  Fiter~ Select~

Clipboard & Fant i User variables for MGARI His Editing

ALLS -Q A Varable Value
g R R R S CiProgram File\nodsis x Ha A

Vadege ||

= PATH CiUsers\MGARNAppData\Roaming\npm
E: BoeDoectoe | | TEMP S4USERPROFILEA\AppDate Local\ Temp anced Syem Prtection Remots
W ey ™R S4USERPROFILE% AppData\ Local Temp. Nivisetoto maks most of thase changes.
102 o 1
I Path
i PaTHET juing, memory usage, and vitual memary
5 DERLSLE
106
L New. || Gt | Dedte |
108
103
m System variables )
k] = | ur signiin
Eg Varisble Value A
il ComSpec CAWINDOWS\system32\cmd exe
Eg 8 DEFLOGDIR CAProgramData\McAfee\ DesktopProtection
w NUMBER_OF PROCESSORS 4 .
i 05 Windows NT ! eagiromcton
1;30 Path CAProgramData\Oracle\) path; Ci\app\MGARNproduct\11.2..
o PATHEXT {COM;.EXE BAT; CMD; VBS; VBE,J5;JSE. WSF: WSH, MSC
2 PERLSLIB S
123 Environment Variables..
24
25
2
i
s o toi
2
10
131
132
W 4+ | Sheetl ,Sheetd ,Sheetd /#J / [ M ]
Ready | B (o)==

Awm ) B

In 20.1, you can create app in two ways-using local Ul or using remote Ul (if want to create using
remote go to section Create project using Remote UI2.2 else directly to section Local Ul )
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OBDX Servicing Application

2.2 Create project using Remote Ul

a. Index.html changes(use Android Studio or any other editor)

droid] - . \epprsrcimainiassetswwwiindexhtmi [app] - Android Studio X

® android [D:\tunk\mobile\android\service\wk _inst_to_checkiwork

LR “~

1. Invar server_url ,put the same KEY_SERVER_URL to be used in app.properties.xml

2. In workspace create a copy of index.html in the same folder and rename it to home.html.
In index.html/home.html in workspace update jet_url = “https://static.oracle.com/cdn”

3. On the server side where Ul is deployed in framework/js/configurations/config.js set Jet
“baseUrl” as https://static.oracle.com/cdn/jet

After this proceed to 2.4 Importing in Android Studio directly.

2.3 Local Ul

2.3.1 Adding Ul to workspace

Use any 1 option below of a/b
a. Building un-built Ul (required in case of customizations)
(Ul'is same for internet and mobile, same build process of internet to be followed)
b. Using built Ul (out of box shipped with installer)
Available at --

OBDX_Installer/installables/ui/deploy (Main release, OBDX installer),
OBDX_Patch_Installer/installables/ui/deploy (Patchsets)

e Create a copy of index.html in the same folder and rename it to home.html.

2-4 ORACLE
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OBDX Servicing Application

o Copy folders(components,extensions,framework,images,flows,lzn,home.html
,partials,resource, index.html,build.fingerprint) to workspace
(platforms/android/app/android/app/src/main/assets/www/)

Note: When copying to www, index.html already present in the workspace should be replaced)

Ensure webhelp folder is not copied.

Download oraclejet-x.y.source zip file

x.y refer to the version of Oracle JET used
1. Unzip & copy js & css folders to workspace as below
a. assets\www\framework\js\libs\oraclejet\x.y.0\js
b. assets\www\framework\js\libs\oraclejet\x.y.0\css
2. In config.js update values as highlighted below
a. {hostedAt:"local",baseUrl:"framework/js/libs/oraclejet"
3. Inindex.html update require.js path

a. frameworkl/js/libs/oraclejet/x.y.0/js/libs/require/require.js
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OBDX Servicing Application

2.4 Importing in Android Studio

Open Android Studio

1. Import zigbank/platforms/android in android studio by clicking on Open an Existing Project.

# Select Eclipse or Gradle Project to Impert x

Select your Eclipse project folder, build.gradle or settings.gradle

L X O & Hide path
MWorkspacel8. 1handreid\service\workspace\obdx\platformsiandroid &
Workspacel8.1
android

#® authenticator
senvice
® libraryproject
workspace
chdx
platforms
.gradle
Jidea
assets
** BarcodescannerLib
build
cordova
#* Cordovalib

b P aradle

KR ][]

2. For Adding Facebook (Required for social payments only)
a. Open facebookconnect.xml
b. Replace FB_APP_ID with your fb app id generated from facebook developer console
c. Replace FB_APP_NAME with the App name
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OBDX Servicing Application

As shown below

Docs Tools Support [UTNSEM C Search developers.facebook.com

& zioBank v APPID: 18 21 92 962 i8 @D status:Live = View Anaiytics ®Heip

Dashboard
# Dashboa Facebook Analytics
£ settings »

Roles » . .
A View Your Analytics
& Alens [7) »

Use Analytics to see how people use youl p. measure retention, track conversion and optimize for growth

@ App Review »

UNIQUE USERS
PRODUCTS (B

@ Facebook Login »
10
@ Anatics »
Weekly
@ Messenger » Daily
@ Webhooks
5
Activity Log
0
Mov 15 Nov 18 Nov 21 Nov 24 Mov 27 Nov 30 Dec 03 Dec 06 Dec 09 Dec 12
B ndod [DVIE2 ratslorngboni\platlormmiandrod, - Lapgrianc mar e vahoet focstootcomrent imd (apgd - Andoud Shudo o X
Bl Bt Yiew Novigate Code Ansyze Befacier Buid Ren Took VOS5 Window bl
> W ¥F O ¥ X083 AR & A | Fogapetecrsoawtitedst magp v B LS i R Q A ? Q
% i @ e >
1.0 emtediags urt-4 7> ve
&
M
3 B
3 &
& P
- ?
) :
H s
8 &
% F
3
L
]
%
L]
2 !
g
] £
5 S
5 i
H g
]
: i
~
Wiemesl ot £ 6 logan $ 1000 ) Event 109
] Cractie besld firsbad in & 440 3 rrisedes soscl &1 1f: = & o

Home
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FCM Setup Configurations

3. FCM Setup Configurations

3.1 Google Play Inteqrity

a. Go to URL https://console.developers.google.com/

b. Create a new Project and set name of you project

New Project

Project name

‘ SafetyNet|

Your project ID will be safetynet-161214 Edit

CANCEL CREATE

c. Choose ‘API’'s & Services’ option from side bar.
d. In API's & Services > Dashboard > Choose ‘Enable APIS AND SERVICES’.

API APIs & Services APls & Services —+ ENABLE APIS AND SERVICES
< Dashboard

[ ] You don't have any APIs available to use yet. To get started, ¢

o Library
O Credentials
Ha OAuth consent screen

Domain verification

S Page usage agreements

e. This will redirect to ‘Library’ where we need to search ‘Google Play Integrity API’.

AP API Library Q. Google Piay Integrityl

APILibrary > "Geogla Play Integrity”

= Fiker Type to filter 2 results

Google Play Integrity AP
Visibility ~ Goagle

The 'y API helps you check that you're interacting with your genuine app on
ser e Play Integrity AP has replaced SafetyNet Attestation and Android Devic

ine Android device powered by Google Play
tion

Public

Category ~
Android Device Verification (DEPRECATED)
Goagle
DEPRECATED. The SafetyNet Attestation API is deprecated and has been replaced by the Google Play Integrity APL. Please see the link below for

Mobile @

more infermation

f. Click on Google Play Integrity APl and enable it
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<« C @ console.cloud.google.com/apis] i ic-sylph-374507 h % »0@ :

[S] Oracle Login-Sin.. & 19.2SUSIT - Ora = JFrog $& Environments - Or.. $& 18.1-Oracle Bank.. @ Indexofobdx-np.. $& 18.2-OracleBan.. [8) Login-FuturaBank 3§ Archive Extractor »

Google Cloud

ample Project w =20 e
& Product details
Google Play Integrity API

Google

Check that interactions are coming from your genuine app running on a
genuine Android device.

ENABLE TRY THIS API 2

OVERVIEW SUPPORT

Overview

The Play Integrity API helps you check that you're interacting with your Additional details
genuine app on a genuine Android device powered by Google Play services.

The Play Integrity API has replaced SafetyNet Attestation and Android Device Type: Saas & APls
Verification. Last updated: 23/12/2022
Learn more Category: Mobile

Service name: playintegrity.googleapis.com

g. If the application usage is high, the quota request form needs to be submitted. Please fill quota
request form from below site. Also select below options.

https://support.qgoogle.com/googleplay/android-developer/contact/piaqgr

C @ support i - - o« » 0@
Oracle Login - Sin_ 38 19.2 SUS IT - Ora. = JFrog € Environments - Or.. $C 18.1- Oracle Bank.. @ Index of obdx-np.. ¢ 18.2 - Oracle Ban. () Login - Futura Bank .8 Archive Extractor
= Play Console Help Q,  Describe your issue

Play Integrity API

The Piay Integrity API helps you check that interactions are coming from your genuine app, installed by Google
Play. running on a genuine Android device. When you detect risky and unknown interactions, you can respond
appropriately to fight attacks and abuse.

You can use the form below to provide feedback, report issues, or request to increase your daily maximum
mmber of requests. By default, appe are subject to a dally maximum of 10,000 requests per dey. Before
requesting increased usage, review the Play Integrity API documentation including the recommended security
practices to ensure you have implemented the AP1 correctly.

At this time, we can only respond to emalis sent in Bnglish, Chinese, Japanese; and Koresn.

- Required field

Please specify: *

@  increase maximum number of dally requests

O  Provide feedback

O  Reportissue

Name of requesting organization/person *
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B oracle Login - Sin.. $& 19.2 SUSIT - Ora.

C & support.google.

Play Console Help Q  Describe your issue

How are you calling the Play Integrity API? *
@ Myappis calling the API directly

QO  Athird party I'm using in the app is calling the API, please specify

How often will you call the API for each user? *
QO  once per day or less

QO  once per hour

QO Oonce per 15 min

@® Once per 5 min or more

Is there any Pl or SPIl used for the nonce (e.g. user id, user name, phone number, Android ID, SSN, etc)? *
QO Yes, but hashed or encrypted
QO  Yes,inplain-text

® no

JFrog  §& Environments - Or... & 18.1-Oracle Bank.. @ Indexof obdx-np.. & 18.2- Oracle Ban.. [8] Login - FuturaBank ,§ Archive Extractor. »

b % »0@ :

c & support |

Oracle Login - Sin... 3§ 1925USIT-Ora.. % Jfrog 3¢ Environments-Or.. 3¢ 18.1-Oracle Bank.. @ indexof obdx-np.. 3¢ 18.2 - Oracle Ban Login - Futura Bank

Play Console Help Q  Describe your issue

How are you validating Play Integrity AP responses? *
Q  server side - by calling Play’s server to decrypt and verify

@  Sserver side - by decrypting and verifying with self-managed APl keys
QO inmy app - by calling Play’s server to decrypt and verify

QO  Inmy app - by decrypting and verifying with self-managed AP keys

QO Other, please specify

How does your app retry in case of Play Integrity API errors? *
@® nNoretry

O A small number of retry attempts within a short time window
O  Retry with exponential backoff

QO  Other, please specify

6 %« » 0@

$ Archive Extractor, »

cle Login - Sin.

& support.google.

Play Console Help Q Describe your issue

How will your app act when the Play Integrity API detects risky traffic? *

Ploase answer with your end goal in mind even if your app is not acting yet. As a reminder, your app should also be able to
deal with Play Integrity API errors and the API being unavailable.

@ Deny access to functionality (for example, users won't be able to log-in). | want unauthorized usage
of my app to go down.

QO  Alter or limit specific features (for example, only users on good devices will be allowed on a
leaderboard). Overall usage of my app might stay the same.

QO A mix - deny access for some responses and change features for other responses. | want some
unauthorized usage of my app to go down.

QO  Noaction. I'm only collecting data.

QO Other, please specify

Quota request - Estimated total queries per day *
O 10,000 101,000,000 (10K to 1M)

QO  1.000,000 to 10,000,000 (1M to 10M)

O 10,000,000 to 100,000,000 (10M to 100M)

O 100,000,000 or more (100M=)

% 1925USIT-Ora.. % JFrog 38 Environments-Or.. 38 18.1- Oracle Bank.. @ Indexof obdx-np.. 3¢ 18.2- Oracle Ban_. [B] Login - Futura Bank Archive Extractor J

6 % »00 i

Quota request - Estimated total queries per day * - The approximate load, Play

Integrity APl is called once each time the app in opened

3-3
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Quota request - Estimated peak queries per second - Leave blank
h. To enable Play Integrity responses please follow below steps-
Go to Google Play Console->Side Menu ->App Integrity

-
‘, ® © ® > Appintegrity | test x 4+ v
| € 5 ¢ % play.google. 797358/app/ integri view * 490 L0
| [ oracte Login - Sin.. 3§ 19.2SUSIT-Orac.. = JFrog & Environments - Or.. $& 18.1-Oracle Banki.. $§ 18.2- Oracle Bank.. [8] Login - FuturaBank 3 Archive Extractor... » 3 All Bookmarks
= & Google Play Console Q  Search Play Console ® @ test @&
L inbox 2 . ,
App integrity
tls Statistics
Play Integrity APl Integration not started
T Publishing overview
App signing Signing by Google Play
Release
B8 Releases overview Store listing visibility No integrity checks
) Production
» ) Testing
Play Integrity API iesston o sses m —
» 1O Reachand devices
Call the Integrity API at important moments in your app to check that it's your app binary, installed by Google Play, running on a genuine Android device. Your
() App bundle explorer 2 3
app's backend server can decide what to do next to prevent abuse, unauthorised access and attacks. Show less
(® Play Integrity API for Android B  Play Integrity API setup @  Play Integrity AP overview
developers
o How to set up your app or game to Play Integrity API helps protect your
App signing 2 minutes use the Play Integrity API apps and games from risky and
R fraudulent interactions
Internal app sharing
Advanced settings
= isetti
i g8 |
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FCM Setup Configurations

Click on Settings.

® 0 @ P Playintegrity APl settings [ 1+ X 4 v ]
& 5 @ % play.google. / 797358/app) 3426267 y ity-apl-setting * &40 &0
Oracle Login - Sin... & 19.2SUSIT-Orac.. & JFrog @& Environments - Or.. g% 18.1- Oracle Banki.. & 18.2 - Oracle Bank... Login - Futura Bank , § Archive Extractor... » [ All Bookmarks
= > Google Play Console Q,  Search Play Console ® @ test |
) Inbox 2
d

« Appintegrity

Play Integrity API settings @ Get support

il Statistics

T Publishing overview

Release PI‘Oject conﬁguration Hide A

0O Releases overview
#. You can change Play Integrity AP settings after you link a Google Cloud project

£ Production

» {3) Testing

» 10 Reach and devices

Responses

(m) App bunde explorer
View and edit the integrity verdict responses that your app receives

@ App integrity

Field Verdict Status. Values
v {8 Setup
Device integrity Device integrity off
App signing
Internal app sharing Device integrity Recent device activity (& off
Advanced settings Application integrity Application integrity 3 off

Click on Link project and then link your existing google cloud project. If it is not created then create
new and link the same.

Link Google Cloud project X
Link your Google Cloud project to use the integrity API
&
Gaogle Cloud project
(®  Link existing project
By linking your Google Cloud project, you agree to the Terms of Service.
Sample Project v
Enter project number manually
g (O create new project
*
-
Discard changes Link project
LS A
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i. Scroll down on the same screen and click on Change Responses.

?f Google Play Console

€ Allapps

07 Dashboard
D Inbox 2
d

1l Statistics

-‘o Publishing overview

Release

Es Releases overview
£} Production

» (%) Testing

» |0 Reachand devices
H App bundle explorer
@ App integrity

- [g] Setup

App signing

Internal app sharing

Q  Search Play Console

Play Integrity APl settings

Responses

View and edit the integrity verdict responses that your app receives

Field

Device integrity

Device integrity

Application integrity

Account details

Environment details

Environment details

Select actions

Verdict

Device integrity @
Recent device activity @
Application integrity @
App licensing @

Play Protect status @

App access risk (beta) @

View JSON sample

Status

@on

off

@on

@on

off

off

® (B & tst

& Get support

Values

MEETS_DEVICE_INTEGRITY

PLAY_RECOGNIZED, UNRECOGNIZED_VERSION,
UNEVALUATED

LICENSED, UNLICENSED, UNEVALUATED

j- Enable the Meet basic Integrity option and save the changes.

eee M~ <K >

Change responses

& play.google.com

Change the integrity verdict respanses that your app receives. Device integrity, application integrity and app licensing verdicts are always

returned.

Device integrity verdicts

Meets basic device integrity (3

Meets strong device integrity (3

Recent device activity

Environment details verdicts

Play Protect status

App access risk (beta)

°

3-6
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FCM Setup Configurations

k. Scroll down on the same screen and click on Edit button of classic requests section

= ?a Google Play Console Q, Search Play Console e @ test &
€ Allapps Play Integrity APl settings © Get support
OF Dashboard Create listing

L] inbox 2

il Statistics TeStmg

_ Create tests to check how your app behaves when it receives different integrity verdict responses

T Publishing overview

Create new test
Release

Classic requests

Classic API requests are an optional way to request integrity verdicts. View your maximum daily requests and configure your response
£} Production encryption. Learn more

B8 Releases overview

» ¥ Testin
‘) 9 Field Values

Reach and devices

o

Usage tier @ Standard

Response encryption Managed by Google

App bundle explorer
App integrity

Setup

& @ K

App signing

Internal app sharing
© 2024 Google - Mobile app - Status Dashboard - Terms of Service - Privacy - Developer Distribution Agreement

I. In the window that appears, select Manage and download my response encryption keys and
follow below steps to generate response encryption keys-

a. Create a new private-public key pair. RSA key size must be 2048 bits using below command-
openssl genrsa -aes128 -out your_path/private.pem 2048

Then use your password phrase for creating private.pem and also use the same password for
verifying the private.pem. Then hit the below command.

openssl rsa -in your_path/private.pem -pubout -out your_path/public.pem

Enter the same password which you have used while creating private.pem. These two files
will now appear on your mentioned path. Then upload the public.pem file on the window which
was appeared after clicking on Manage and download my response encryption keys
option.Once you upload the public.poem file it will automatically download
your_app_pkg_name.enc file. Then hit below command as,

openssl rsautl -decrypt -oaep -inkey your_path/private.pem -in your_app_pkg_name.enc -out
your_path/api_keys.txt

Enter the password for private.pem. It will create api_keys.txt file on your path. It must be
consist of VERIFICATION_KEY and DECRYPTION_KEY.

b. Maintain this VERIFICATION_KEY and DECRYPTION_KEY in DIGX_FW_CONFIG_ALL_ B
table corresponding to the following keys respectively:

PLAY_INTEGRITY_ENCRYPTION_KEY and PLAY_INTEGRITY_DECRYPTION_KEY
An example query will be:

update DIGX_FW_CONFIG_ALL_B set prop_value = 'YOUR_DECRYPTION_KEY' where
prop_id = 'PLAY_INTEGRITY_DECRYPTION_KEY"
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update DIGX_FW_CONFIG_ALL_B set prop_value = 'YOUR_ENCRYPTION_KEY"' where
prop_id = 'PLAY_INTEGRITY_ENCRYPTION_KEY"

c. Similarly, Obtain the same keys for authenticator app by using above steps and then maintain
those in DIGX_FW_CONFIG_ALL_B table corresponding to the following keys respectively:

PLAY_INTEGRITY_ENCRYPTION_KEY_AUTHENTICATOR and
PLAY_INTEGRITY_DECRYPTION_KEY_AUTHENTICATOR

An example query will be:

update DIGX_FW_CONFIG_ALL_B set prop_value = 'YOUR_DECRYPTION_KEY' where
prop_id = 'PLAY_INTEGRITY_DECRYPTION_KEY_AUTHENTICATOR?;

update DIGX_FW_CONFIG_ALL_B set prop_value = 'YOUR_ENCRYPTION_KEY' where
prop_id ='PLAY_INTEGRITY_ENCRYPTION_KEY_AUTHENTICATOR';

Change how your responses are encrypted and decrypted X

O Let Google manage my response encryption (recommended).
Google will generate and manage your response encryption keys. Your backend server will call Play's server to decrypt responses.

@® Manage and download my response encryption keys.
Google will generate response encryption keys for you to download. You can update your app server logic o use the keys to decrypt responses.

1. Generate a .pem file so that Google Play can encrypt your response encryption keys for secure download
Show instructions v

2. Upload the .pem file to download your response encryption keys.

Upload .pem file

& Upload

Dical changes

m. Add project number in below property of app.properties

<string name="GOOGLE_CLOUD_PROJECT_NO">@@GOOGLE_CLOUD_PROJECT
NO</string>

You will get the project number on google cloud console project
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= Google Cloud & Play Integrity v Search (/) for resources, docs, products and more Q, Search i} @ @ °

Project number: 420817979115 )  ProjectID: play-integrity-tdqdquiheddectm Q)

Y Welcome

You're working in Play Integrity

Dashboard Recommendations

Create a VM Run a query in BigQuery Create a GKE cluster Create a storage bucket

n. Mention the time in seconds to which app can hit the play integrity api. By default it is
300seconds but you can configure as per the requirement. Please use below property in
RootCheckFlags.java(workspace_installer/zigbank/platforms/android/app/src/main/java/com/ofss/
digx/mobile/android/)

long playlntegrityAPICallTime = your_time_in_seconds;

For Push Notifications

a. Go to URL https://firebase.google.com/

b. Traverse to console and create a project

# Firebase Gotodocs @ O
Welcome to Firebase!
Tools from Google for developing great apps, engaging with
your users, and eaming more thr
Q Leammore = Documentation [3J Support
Rex 1
0BDX
Add project
@ Explore a demo project = ios

c. Download google-services.json from below page and save to (zigbank\platforms\android\app)
directory.

d. Remember to keep the projects package name and firebase package name same.
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¥ Fircbase 0BDX -  Settings Gowodecs @ O

A Project Overview o Project name 0BDX
Project D () obd-630e5

Develoj
P us-central

Authentication AlzaSyBnymFz0dRmembxyXWJt87mS9HdaneE0Gg
Database

Storage

Hosting your project shown to the public

Functions Public-facing name @ 0BDX 2

ML Kit ; ‘

Support email @ oraclefedbmobiledev@gmail.com -

Quality

Your apps
Analytics

Add app
sl Dashboard

Upgrade

Spark

Download the latest config file ¥ google-services.json

< obile.android

e. Traverse to cloud messaging tab and note the server key. Add the key to OBDX table as
shown below

¥ Firebase OBDX ~

A  Project Overview o Settings

General Cloud Messaging Integrations Service accounts Data privacy Users and permissions

Develop

Authentication

Database Project credentials
Storage

Haosting
Functions Key Token

ML Kit

AlzaSyBenxXkgrJsnn5s Fkb5ahqzl

Quality

Analytics

sl __Dashboard

Spark
P Upgrade i0S app configuration

Firebase Cloud Mes:

f. If proxy address is to be used, provide the same in database as mentioned in point 3.

Sr. | Table PROP_ID CATEGORY | PROP_VALUE | Purpose
No. _ID
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DIGX_FW_C | FCM DispatchDeta | <Server_Key> Provides key for
ONFIG_ALL_ ils FCM noted earlier
B
DIGX_FW_C | FCMKeyStore | DispatchDeta | DATABASE or | Specifies whether
ONFIG_ALL_ ils CONNECTOR | to pick server key
B from database or
from connector.
Default DB (No
change)
DIGX_FW_C | Proxy DispatchDeta | <protocol,proxy | Provides proxy
ONFIG_ALL _ ils _address> address, if any, to
B be provided while

connecting to
APNS server.
Delete row if proxy
not required.
Example:

HTTP,148.50.60.8

3-11
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If CONNECTOR is selected in Step 2 update password as below

ORACLE webLogic Server Agmnistration Console 12 |
Change Center @ Home Log Out Preferences o8
View changes and restarts d s
Furure Create a New Security Credential Happing
be acthated as you
items in ths domsn. | | | mack] e | Fneh ] | [Gamost
Domain Structure E1S User Name and Password
e Configare the E15 User Name and Password that you wouid ik to map the WebLogi Server User 1
Enter the EIS User Name
* EIS User Name: Fom
Enter the £15 Password:
* €15 Password:
* Confirm Password::
a0pings Back) [ || Finsn) || Gancel

System Status.

Heaith of Running Servers as of 10:32 AM

Home
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4.Build Release Artifacts

1. Clean and Rebuild your project in Android Studio.

2.

»

In Android Studio, on the menu bar Click on Build -> Edit Build Types -> select release

- - | ® Project Structure X
File Edit View Navigate Code Analyze R
DHO «4 XHo a@| + - Properties | Signing | Flavors | Build Types| Dependencies Q
_Chandroid | (@ buid.gradle J [0 Location debug + Name: | release |
o Droea | % | %1 [d PO . el =
5 aine — | Developer Services — =
& plug 4 ads Debuggable [tfalse n 3
= resources.nls. 4 E
® il | Authentication 1ot Debucgab ‘Iﬂ
et | Notifications MR E -
N ] configuration.html
= ; Modules Signing Canfig [ n
z i cordovajs
5 = <de D:ﬂ.n‘ugmji 4 ' Cordovalib Renderscript Debuggable | (125 [4g)
- index.htmi
2 ObdsLib
v build Renderscript Optim Level |
5 cordova 1 Minify Enabled = - |
= il Cordovalib 1
E Pseudo Locales Enabled | B
5 gradle ]
> libs 1 Proguard File [ L]
2 Obdlib E
laorm. ] Application Id Suffix [ |
s 1 Version Name Suffix | |
e
9 Zip Align Enabled oo [
B grignore ] ip Align Enable [ttue
& android.im {
2 3 android json q
£ i AndroidManifestaml g
= 2 build.gradle
= 4l gradie.properties
L 2l gradiew N
5| gradiew.bat 4 o
£ 4 local.properties E E\
z T project.properties L s
E o g =
& 2 settings.gradie 7 H
L (& wiapper.gradle I e
4 Cancel | [— =
& Android Monitor [ 0: Messages “ ‘£| 1) Eventlog (=] Gradle Console
= Tchars 7388 LF: UTF-8¢ a B

®

File

=]

I Structure

¥ Captures

4 guild Variants

o 2:Favorites

% 1 Projeat ‘;

Set Minify Enabled -> True & click on Proguard File selection -> Navigate to proguard-
rules.pro (zigbank\platforms\android\app)

Edit View Navigate Code Analyze Re ®
HO ¢4 %06 QR + =
androl 4% Open File or Project X
#® 0 X S @
Documentation\zigbank\platforms\android\app\proguard-rules.pro £
zigbank
platforms
android
.gradle
Jidea
2pp
build
src
u 2pp.iml
© build.gradle
() google-services.json
| gradle.properties
app-lib
Barcodescannerlib

s com.oracle.bots.client.sdk.android.core-20.3.1

Propetties | Signing | Flavors | Build Types | Dependencies

Name: | release

Debuggable
Ini Debuggable
Signing Config
Renderscript Debuggable
Renderscript Optim Level

Minify Enabled true

Pseudo Locales Enabled
Proguard File
Application Id Suffix
Version Name Suffix

Zip Align Enabled

Q

¥ cordova_plugins.js % | [ jsonjs x | ~=2

alpeio 3

PPOW PIOIPUY

(o I =
! A\ Event Log (=] Gradie Console

Tehar TEA LF: UTF
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4. Click on OK -> again click on OK.

Build Release Artifacts

5. Adding URLSs to app.properties.xml (customizations/src/main/res/values/)

a. NONOAM (DB Authenticator setup)

SERVER_TYPE

NONOAM

KEY_SERVER_URL

Eg. https://mumaa012.in.oracle.com:18443

WEB_URL

Eg. https://mumaa012.in.oracle.com:18443

SERVER_CERTIFICATE_KEY

Refer point 6.7

b. OBDXTOKEN (Token based mechanism)

SERVER_TYPE

OBDXTOKEN

KEY_SERVER_URL

Eg. https://mumaa012.in.oracle.com:18443

WEB_URL

Eg. https://mumaa012.in.oracle.com:18443

SERVER_CERTIFICATE_KEY

Refer point 6.7

c. OAM Setup (Refer to installer pre requisite documents for OAuth configurations)

SERVER_TYPE

OAM

KEY_SERVER_URL

Eg. https://mumaa012.in.oracle.com:18443
(This URL must be of OHS without webgate)

WEB_URL

Eg. https://mumaa012.in.oracle.com:18443

KEY_OAUTH_PROVIDER_URL

http://mumO0aon.in.oracle.com:14100/oauth2/rest/token

APP_CLIENT_ID

<Base64 of clientid:secret> of Mobile App client

APP_DOMAIN

OBDXMobileAppDomain

WATCH_CLIENT_ID

<Base64 of clientid:secret> of wearables

WATCH_DOMAIN

OBDXWearDomain

SNAPSHOT_CLIENT_ID

<Base64 of clientid:secret> of snapshot

SNAPSHOT_DOMAIN

OBDXSnapshotDomain

LOGIN_SCOPE

OBDXMobileAppResServer.OBDXLoginScope

SERVER_CERTIFICATE_KEY

Refer point 6.7

4-2
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d. IDCS Setup

Build Release Artifacts

SERVER_TYPE IDCS

KEY_SERVER_URL Eg. https://mumaa012.in.oracle.com:18443
(This URL must be of OHS without webgate)

WEB_URL Eg. https://mumaa012.in.oracle.com:18443

KEY_OAUTH_PROVIDER_URL | http://obdx-

tenantO1.identity.c9dev0.oc9gadev.com/oauth2/v1/token

APP_CLIENT_ID <Base64 of clientid:secret> of Mobile App client
WATCH_CLIENT_ID <Base64 of clientid:secret> of wearables
SNAPSHOT_CLIENT_ID <Base64 of clientid:secret> of snapshot
LOGIN_SCOPE obdxLoginScope

OFFLINE_SCOPE urn:opc:idm;__myscopes___ offline_access

SERVER_CERTIFICATE_KEY | Refer point 6.7

6. Domain Based Setup (This is same for OBDX servicing App and Authenticator App)

7.

To use domain based setup please enable below flag in app.properties file -

<string name="DOMAIN_BASED_CATEGORIZATION">true</string>

If you are using local Ul then enable below flag in

config.js(platforms/android/app/src/main/assets/www/framework/js/configurations/config.js)

file -
domainDeployment: {

enabled: true

}
Adding chatbot support to mobile application (Optional)
CHATBOT_ID The tenant ID
CHATBOT_URL The URL for the ChatApp application in ODA

If using http protocol for development add (android:usesCleartextTraffic="true") to application

tag of AndroidManifest.xml (on app & obdxwear target)

4-3
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Build Release Artifacts

® android - [0 - [app] - .\app\src) - Android Studie 3.0.1 - o x
Fle Edit View Navigate Code Analyze Refactor Build Run Iools VCS Window Help
= android ; 'z app » I src ) I main ) & AndroidManifest.cm app o G TE® LE = Q
B & eroject - @ = | 46~ 1+ | 2 facebor 2 B I Gradle projects # 1 [3
£| v P2 android D:\Installe\Olinstaller\Workspace\zigbankipla ‘penifest||application G+ — @ T = =
= dl =
9ace 15 <uses-permission androidiname="android.pernission WRITE_EXTERNAL S« (3 android =
idea z <uses-permission android:name="android.permission.READ FHONE_STATE @ android (roct)
- app <uses-permission androidiname="android.pernission.ACCESS NETWORE S @ :
z = app-iib 22 <uses-permission android:name="android.permission.ACCESS CORRSE L e
= = Barcodescannerlib <uses-permission androidiname="android.permission ACCESS_FINE_LOCA & wepp-lib
= contoes 2 <uses-permission android:name="android.permission.RECEIVE SMS" /> @ :BarcodescannerLib
v Cordoalib <uses-permission android:name="android.pernission.READ_SMS" /> (& Cordovalib
111 Cordovali <uses-permission android:mame='andreid.permission.CAMERAT /> (3 customizations
8 i customizations <uses-permission androidiname="android.permission.FLASHLIGHT" /> (2 :obdcore
z radle 2 .
£ 9 o (2 :obdwear
3 = obdxcore <application e i
® obdxwear android:haravareceelerateds="true’ il (& sobchowear-ib
= obdxwear-i android: icon="6nipnap/icon
android:1abel="zigBank"
< android.iml android:usesCleartextTraf fic=truch
i android,json android:supportsRtl="true">
(& build gradle <cactivity
| gredle properties android:configChanges="orientation |keyboarddidden|keyboard
2 gradlew android:label="Estring/launcher_name"
2 android:launenMode="s1ngleTop
gradlew bat : : ;
android:nane="con.ofss.digx.nobile.android MainActivity"
P 7 keystore jks android: theme="gandroid:style/Theme .DeviceDefault.NoAction
5 Jllecal.properties android:windowSof tInputMode="adjustResize" >
%’ 1 project properties </activity>
= @ <activity android:name="com.ofss.digx.mobile.android. Splashict
H (& settings.grad ¥ gx P 5 i
= semgsare © droid ntation| Eeyb © Can't use Subversion command line client: svn
L] (2 wrapper.gredle el Probably the path to Sub itabl
. it Extermal Lib android:label="Estring/launcher_name" robabl the path to Subversion executableis H
. | Bxternal Libraries android:launchMode="singleTop" LRI B
£ android:theme="gstyle/SplashThene" £
H android:windowSof tInputMode="adjustResize" > @ Platform and Plugin Updates T
< <intent-filter android:label="Estring/app name"> . =
& = Android Studio is ready to update g
* —‘ Tet ‘ Merged Manifest b
P ZRun  BTODO = Glogaat (7 Android Profiler  [* & Version Control  [E Terminal 0 Messages @ Eventlog  [E] Gradle Console
[ Executing tasks: [:app:assembleDebug] (moments ago) = Gradle Build Running @SS s FEESEQ 3344 CRIF: UTF-E Conted <nocontet> &
# android - [D: - [2ppl - ..\app\src) - Android Studio 3.0.1 - o X
File Edit View Navigate Code Analze Refactor JENE)| Run Tools VCS Window Help
%= android ) Iz app ) B src ) B main ) G Androidh “S Make Project Ctrl+F9 A [mapp~] P. + AR W CER
2| & project - R N Make b todt el a ) | =1 Gradie projects ]
z %= android DA\Installen01 Installer\Workspace\zigl  Clean Project S+ - |z =
.gradle Rebuild Project —
B sion android:name="android.permission.WRITE_EXTERWALIY Y (&
idea B L sion android:names='android.permission READ_PHONE_STATH
o app Edit Build Types.. ion android:name="android.permission.ACCESS NETWORK
£ < app-lib Edit Flavors...
5 = BarcodescannerLib Edit Libraries and Dependencies.. (3 ‘BarcodescannerLib
& cordova .
v - Select Build Variant. sion android:name="android.permission .READ SMS" /> (& :CordovaLib
i Cordor = Build APK(s) sion android:name="android.permission.CAMERA" /> (8} :customizations.
s il customizations android:name="android. permission. FLASELIGHT" /> 2 robdxcore
z gradle pr— (& :obdawear
&g = obdxcore. TR -
® obdxwear Deploy Module to App Engine. nardwareAccelerated="true" | (& :obdnwear-lib
p— android:icon="gnipmap/icon”
android:label="zigBank "
"= android.iml android:usesCleartextTraffic="true"
on android json android:supportsRl="true">
(2 build.gradle <activity
| gradie properties ntation| 1aden| keyboard
gradiew a7 android ~restring/launcher. name"
& oradiewdbat 5 android:launchiode="singleTop"
gradiewba 3 android:name="com.ofss .digx.mobile . android . MainACtivity”
£ 7 keystorejks android:theme="android: style/Thene DeviceDe fault. NoAction
5 [ local properties. android:windowSort InputMode="ad us tResize">
% | project.properties </activity>
£ @ settingz.gradie <activity android:name="com.ofss.digx.mobile.android.SplashAct 8 . —
3 © sraperdie ntation| saden| xeypoard © Can't use Subversion command line client: svn
] ) g abel-"gstring/launcher_name" onbabl:the path to Subversion executable is
R | Extemal Libraries aunchMode—"singleTop" wrong. Fixit
g eme="¢style/SplashThene"
H android:windowSoft InputMode="adJus tResize"> © Piatform and Plugin Updates z
= i ilter android:label— pp_name"> o <
= = Android Studic is ready to update. 5
* —‘ Text ‘ Merged Manifest &
P.4:Run  STODO = & logaat 7 Android Profiler 1 @ Version Control [ Terminal Messages @ Eventlog [ Gradle Console
281 CRLF: UTF-8 Context <noconted> @

[I Gradle build finished in 7s 159ms (today 3:55 PM)
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® Generate Signed APK

X

Meodule: app

Cancel

android [D:vA: pp - A - X
File Edit View Navigate Code Anahyze Refactor Build Run Tools VCS Window Help
“android zapp  Msrc ) B main | k AndroidManifestaml BN cbdavear ¥ P -] L ML Qo
o Android ~ @B = B —  gmindexhtml j2. configjs = i o -~
2
g app L <uses-permission androidiname="android.permission.WRITE EXTERNAL STORAGE" /> ue
=) manifests 2 <uses-permission android:name-"android.permission.READ PHONE STATE" /> E
” " rmission s: W "
= generatedlava 21 pe on android.pe: \CCESS_NETWORK_STATE" />
— S COARSE_LOCATION" />
5 assets, Generate Signed Bundle or APK X ks FINE LOCATION" />
g res 2
5 app-lib
= =3 . () Android App Bundle
£ 1 Barcodescannerlib -
g % Cordovalib
=} B customizations Generate a signed app bundle for upload to app stores for the following benefits:
s obdxcore » Smaller download size
. obdxwear ® On-demand app features
:5; - obdxwear-ib ® Asset-only modules
S|» @ Gradle Scripts
S Learn more
[} flen | keyboard| screenSize | locale”
© APk
g
g
.1: e E— Sz Build a signed APK that you can deploy o a device o=
-1 android: synced successfully ot 1/14, '™ with 1 warning alNativeBuildTasks()' is obsolete and has been replaced 4
= Run build D:\Ameet\QA\Patchset Releases\MobileApp\Mobil P m Cancel Help f 2019
S| » Load build ://d.android. con/r/to0ls/task-contl -avoidance. | ¥ o
s Run init scripts To determine what is calling variant.getExternalliativeBuildTasks(), use -Pandroid.debl — |5
2 Evaluate settings cted Modules: app ® g
2 Configure build H
- Coleulate task graph z
Run tasks LB
" Gradle Sync Issues: (1 waming 2
£ 2 DifAmeet/QA/Patchset PP rkspa L
& @ app/build.gradle (1 warning)
T0DO Terminal | & Build Logcat @ Event Log
0] Source generation ended in 14 5 520 ms (11 minutes ago) 3344 CRIF ¢ Aspaces: W @) &

10. If you have an existing keystore.jks file then select choose Existing else click on Create New
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® Generate Signed APK

X

Eey store path:

ChUsershadipatel\My Documentsikeystore, ks

Create new... ] I Choose existing... l

Key store password:

Key alias:

Keystore

L]

Key password:

[:] Remember passwords

android [D:AA Patchse App orkspace.| g o Androi Studio - X
File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help
= android ~ [': app src main e AndroidManifestam| [ A | = obdwear ¥ | P -] m 5 Mmoo Qo
o Android ¥ @ T & — | anindechtml i configjs - - -
o ~app 13 <uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE" /> ug
& manifests 2 <uses-permission android:name='android.permission.READ PEONE STATE! /> =
e generatedlava 21 <uses-permission android:name="android.permission.ACCESS_NETWORK STATE" />

—  CORRSE_LOCATION" />
5 assets Generate Signed Bundle or APK X bs FINE_LOCATION" />
= res IVE_sMs" />
2| Paapplib DT ——— [sus />
g & Barcodescannerlib R /> H
i % Cordovalib ILIGHT" />
% (b K customizations
= obdxcore Key store path set
_|» 1 obdxwear
3| Waobdwwear-iib Create new. Choose existing...
S|» ¥ Gradle Scripts
H Key store password  ssessssss
=t fen | keyboard|screenSize | locale”
Key alias keyd

£ Key password ~ seeseeeee
3| Build:  Build Output Tz 2 Remember passwords o —

& android: synced successfully o 1/14/; M with T warnin alliacivebuildlasks ()" is obsolete and has been replace¢ g
= Run build D:\Ameet\QA\ Patchset Releases\M \Mobild previous | [ | Conce Help £ 2019,
H Load build - ://d.android.com/r/tools/task-confi ion-avoidance. | o
3 Run init scripts o T5 GeCrning WAt 18 E2111Ag Variant.gecExternalllativeBulldTasks (), use -Pandroid.dsbi — |5
= Evaluate settings Affected Modules: app @3
2 Configure build = d
= Caleulate task graph =

Run tasks & |-

g Gradle Sync Issues: (1 warning) = |2
i 2 D:/Ameet/QA/Patchset PP rkspace.i 8
g % app/build.qradle (1 warning)

iZ TODO Terminal |\ Build = & Logcat @) Event Log
IOl Source generation ended in 145 520 ms (11 minutes ago) 3344 CRLF: UTF2 4spaces: W )

11. Select Build Type as Release, Signhature Version as V1(JAR Signature) and V2(Full APK
Signature) and Change APK Destination folder if you want and click on Finish
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12.

13.
14.

15.

Build Release Artifacts

® Generate Signed Bundle or APK X

Build Variants:

Signature V s: V1 (Jar Signature)

Prey

This will generate APK by the given name and destination folder. Default APK Destination
folder is zigbank\platforms\android\app\release

Run the App and select Device or Simulator.

Repeat same steps (From step 8 and obdxwear as module) for OBDX Wear App for
Release Signing. Use proguard-rules.pro from
workspace_installer\zigbank\platforms\android\obdxwear using explorer. The select
obdxwear as the module and follow same signing steps with same keystore.

The application has a config page at launch to enter the URL of the server (for development
only). To remove this page, update the config.xml as shown below

The application has config page to add URL. This is for development purpose only and can be
removed using below step. (Update content src tag)
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android ) (1; app ) [ src ) i main ) (- res ) xml ) o, configxml

android (~/Desktop/Workspace_Android/18.3/April/ X

xmi [app]
« cbdawesr ~ | P &

0O F & -8

Android ~
§ “app
i app-lib
* 1, BarcodescannerLib
1 CordovalLib
. customizations
, obdxcore
. obdxwear
obdxwear-lib
& Gradle Scripts

S

3

3

a

&

= Build: Sync
PR @ Project setup: synced successfully at 19/04/1 5 PM
5

i

&

* X

2

2

2

-

= Glogcat i=TODO M Terminal | 4 Build
[J_Gradle sync finished in 492 ms (from cached state)

)% & | oY T 1 % 1 - & configml

<?xml version='1.0' encoding='utf-8'?>
<widget ids"cos.ofss.digx.mobile.android" versions"1.0.0" xmlns="http://wa.u3.0rg/ns/widgets">

<name>obdx</name>
<description>

A sample Apache Cordova application that responds to the deviceready event.
</description>
<author email="dev@cordova.apache.org” href="http://cordova.io">

Apache Cordova Team

. </author>

B g index . html 7module=1ogingll 28

<allow-intent href="market:s" />
<preference name="loglevel" value="DEBUG" />

<preference name="OverrideUserAgent” value="obdx-mobile" />
<preference name="DisallowOverscroll” value="true"/>
<feature name="Whitelist">

<param name=" package” value="ori he.cordova.whitelist WhitelistPlugin" />
<param name="onload" value="true" />

</feature>

<feature name="Device">
<param name=" id-package” value="or he. cordova.device.Device" />

</feature>

<foatura names="FatchBlunin® >

widget + content

23chars 1019 LF 3
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[+ moLe mQ
-~
o9
|
e
0
g
g
g
L]
Q) Event Log
- 8

16. Application will work on https only. If you want to run application on http then set
targetSdkVersion, compileSdkVersion to 30 and buildToolsVersion to 30.0.3 in app’s
build.gradle(zigbank\platforms\android\app\) and replace below code block from

obdx.conf(config/obdx.conf).

<IfModule mod_headers.c>

<If "%{HTTP_USER_AGENT} =~ /obdx-mobile-android/">

Header edit Set-Cookie *(.*)$ $1;SameSite=None;Secure

</If>

<If "%{HTTP_USER_AGENT} =~ /obdx-softtoken/">

Header edit Set-Cookie ~(.*)$ $1;SameSite=None;Secure

</If>

</IfModule>

ORACLE



With below one as,
<IfModule mod_headers.c>
<If "%{HTTP_USER_AGENT} =~ /obdx-mobile-android/">
Header edit Set-Cookie "SameSite=Strict" "
</If>
<If "%{HTTP_USER_AGENT} =~ /obdx-softtoken/">
Header edit Set-Cookie "SameSite=Strict" "
</If>

</IfModule>

Build Release Artifacts

Note: We strongly recommend you to use https setup with sdk 31 only, as google play store won’t

allow app’s below sdk 31.
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OBDX Authenticator Application

5.0BDX Authenticator Application

5.1 Authenticator Ul (Follow any one step below)

Please refer section Authenticator Ul (Follow any one step below) of Mobile Application
Builder Guide-iOS Guide for Authenticator Ul build steps. Ul is same for Android & iOS.
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OBDX Authenticator Application

5.2 Authenticator Application Workspace Setup

1. Copy Ul (Directories — components, css, framework, images, pages, resources)from /dist
directory to workspace/installer/app/src/main/assets/www/

In case any popup appears, click replace

0 e o www
< o = SN vl th g Q
Favourites > AndroidManifest.xml app.properties components 4
. assets > cert_keys.json @ cordova_plugins.js
®)
@ Aidrop + ISR = corcova-js-src s
@ Recents @ cordova.js
»
A Applications css
framework 4
| Boesiop images >
B Documents img 3
! pages >
0 Downloads plugins >
Locations resources >
10
& ICloud Dri o settings.html
iCloud Drive
Q Android... 2
Q SmartSV... =

@ Remote Disc

Tags
© Red
—Qrancg

2. Launch Android Studio and open existing project

@] Welcome to Android Studio

workspace_installer
~/Desktop/SVN/18....orkspace_installer

android
~/Desktop/Worksp...platforms/android

b
main a

~[Desktop/Worksp...roid/app/src/main

ancroid Android Studio

~[Desktop/Worksp...platforms/android

e, B B1 G
Version 3.3.2

workspace_installer
~/Desktop/SVN/18....orkspace_installer

android -+ Start a new Android Studio project

~/Desktop/Worksp...platforms/android &= Open an existing Android Studio project

android
~/Desktop/Worksp...platforms/android ' Check out project from Version Control ~
android [#' Profile or debug APK

~/Desktop/Worksp...platforms/android

. ¥ Import project (Gradle, Eclipse ADT, etc.)
android

~[Desktop/Worksp...platforms/android ¥ Import an Android code sample

android

~[Desktop/Worksp...platforms/android
£ Configure ~ Get Help ~

android
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OBDX Authenticator Application

3. Open OBDX_lInstaller/workspace_installer folder in Android Studio.

< m~ = M workspace_installer (3 Q,
Favaritas » [0 Android 3 12thApr i B8 workspace_installer » android.json
@ R " *» [ App » [0 13thApr L2 ™ app L4
o » [mios > ™ app-lib >
;A; Applications > build >
m > build.gradle
1 cordova L4
[ Documents CordovaLib »
© Downloads B8 gradle "
gradle.properties
Locations gradlew
& iCloud Drive gradiew.bat

keystore.jks

D Android Stu... £ keystore.properties
Q SmartSVN.. = local.properties
1 platform_www L4
@ Remote Disc proguard-rules.pro
Madia project.properties

settings.gradle

n Music workspace_installer.im|

81 Photos

New Folder cancel | [N

4. Open gradle.properties file and update following properties with relevant proxy address if
required

Ei- Project - € = -1+
» [EJ mipmap-Idpi

»  [EJ mipmap-mdpi
v [EJ mipmap-xhdpi
@ icon.png
[ mipmap-xxhdpi
[ mipmap-xmhdpi
[21 values

Ch B
A5 stringsaoml

]

A stylesxoml

» EJxml
> [C3src
1 workspace
[; android.iml
E" android.json
EAndroidManifest.xml
[; authenticator.iml
(=} build.gradle

il gradle.properties
E gradlew
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systemProp.http.proxyHost = <proxy address>
systemProp.https.proxyPort = <port number>
systemProp.https.proxyHost = <proxy address>
systemProp.http.proxyPort = <port number>

OBDX Authenticator Application

5. Open “assets\app.properties” file and update following properties as per requirement

El Project M (N - 2
E@ authenticator D:)\mobile svn\android\authenticator
[ gradle
[ idea
2 assets
=1 www

LIl app.properties

E"' cert_keysjson
1 build
[ cordova
41 Cordovalib
[ gradle
[ libs
[ platform_www
CZres
[ src
1 workspace

(] -

connection_ timeout = <timeout in milliseconds>

ssl _pinning enabled = <YES or NO>
shared server url = <server_url>
shared oam url = <oam_ url>
otp type = <HOTP or TOTP>

5-4
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OBDX Authenticator Application

® android - [D:\172AppBuild\Authenticator; | - [android] - ..\assets\app.properties - Andraid Studio 2.3.3 - u} X
file Edit View Navigate Code Analyze Refactor Build Run Jools VCS Window Help
DHD ¢« XO0 QR ¢ 9 A[Randoid~|p 4 i G B L 8 fa L 7 Q
B B projea e & | - 1= | [Jli gradle properties * | [dl app.properties * >
5 : ! 9
ES £ gradie connection_timeout-1500 i
- o ssl_pinning enabled-Yes
idea p://111d3762 ngrok ic

[ L assets oam_url=http://c0463282 ngrok. io
| E3 weew
H
:I I app.properties
v B cert_keysjson

£ build
g -
5 cordava
3 [ Cordovalib
L [ gradle

Tl libs

[3 platform_wew

Cares

B35 src

[ workspace
g [ android.iml
3 B androidjson
o & AndroidManifestm|

2 build gradie
2 sl gradle.properties e
5 gradlew 'g‘
z -
3 gradlew.bat z
-3 [l keystorejks &

Pl et ki -

| 0: Messages Bl Terminal @ & Android Moniter "B TODO Jeventlog (¥ Gradle Console

(2] Gradle build finished in 35 620ms [a minute ago) 1:55 CRLFS B

Note: If selected authentication mechanism is not OAM based then remove “shared_oam_url”
property.

6. Click Build - Clean & Build - Rebuild project in Android Studio.

7. Click on Build > Edit Build Type - app -> release
Enable minify - true
Add progurard file from workspace_installer/proguard-rules.pro

Click OK

8. If using http protocol for development add (android:usesCleartextTraffic="true") to application
tag of AndroidManifest.xml

N workspace_installer [ 18.3 1 installer] - / ml [app] ]
= workspace_installer ) iv; app ) % src ) B main ) & AndroidManifest.xmi & [mep v] P &G o W vOO ML mal
g Android ~ © = & — | Hjspp.properties = cordovajs s configxmi . settings.html & AndroidManifest.xm ~
g “app g
> manifests <supports-screens £
= & AndroidManifest.xml
generatedJava 'l
assets |
www |
components 3
cordova-js-src “android ion.INTERNET" /> 1
css pe “android issi WRITE_EXTERNAL_STORAGE" />
p “ issi i “android ission.READ_PHONE_STATE" />
FAOL: permissi i “android. ission.READ_EXTERNAL_STORAGE" />
images.common P “android.permission.ACCESS_NETWORK_STATE" />
img .
: o <application
5 plugins
g resources.nis
3
% 2 cordova.js .
L) & cordova_plugins.js =1 <meta-data android:name="com.google.android. safetynet. ATTEST_API_KEY"
a i settings.html i ‘AlzaSyA_FjTGNPyFZIYGHA. Qsnng”/>
% app.properties <activity
g {) cert_keys.json fss.digx.mobil ator.MainActivity” i
s hanaes="or- reenSizellocale”
g res fost i
manifest  application
& drawable
K layout Text | Merged Manifest
Build: Sync o -
£ gy @ Projectsetup: synced successfully st 13/04/19, 12:31 PM 95 m:
<l
&
*| X 9]
)
u 3
s :
2 3
2 5
= H
= Glogcat i=TODO DM Terminal | 9:Version Control | & Bulld Q Event L
) App is not indexable by Google Search; consider adding at least one Activity with an ACTION-VIEW intent fiter. See issue explanation for more details. Attribute *usesCleartextTratfic” is onl.. 35 chars 269 LF ¢ G

9. For Generating Signed Apk: To Generate release-signed apk as follows:
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OBDX Authenticator Application

10. On menu bar click on Build -> Generate Signed Apk

® o Generate Signed Bundle or APK

() Android App Bundle

Generate a signed app bundle for upload to app stores for the following benefits:

® Smaller download size
® On-demand app features
® Asset-only modules

Learn more

O APK |

Build a signed APK that you can deploy to a device

? Cancel Previous

[ BN Generate Signed Bundle or APK
Module - - J
|
|
Key store path /Users/adi/Desktop/Android/keystore
Create new... Choose existing...

Key store password ©0000000 |

Key alias key1 |

Key password 00000000 ‘

] Remember passwords

? Cancel Previous m

[ BON ) Generate Signed Bundle or APK

Destination Folder: | 18.3_Authenticator/Android/13thApr/workspace_installer/app I

debug i

release |

Build Variants:

Signature Versions: [ | V1 (Jar Signature) V2 (Full APK Signature) Signature Help |

? Cancel Previous
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Click Finish to generate .apk

OBDX Authenticator Application

The application has config page to add URL. This is for development purpose only and can be

removed using below step. (Update content src tag)

ece workspace_installer [ p/Workspace_Android/18.3/ 19/April/’
= workspace_installer ) iv; app ) s src ) i main ) = res ) £ xmil ) 2 config.xmi )
% Android - © * & —  iiseoproperties - g AndroldManifestxml « 2 config xml
§ -~ app <7xml version="1.0' encoding='utf-8'7>
- app-lib <widget id="con.ofss.digx.mobile.authenticator” version="1
., - ] <feature name="Whitelist">

% Z:Stucture K Build Variants

% 2; Favorites.

) Layout Captures

o

» 1y CordovaLib
» @ Gradle Scripts

</feature>

0" xmlns="http://ww.w3.org/ns/widgets" xnlns:cdv="http://cordak.

<param names"onload” values"true” />

xmi [app]
> -] ” % ~ 0o mQ

-~
og
2

<param name="android-package” value="org.apache.cordova.whitelist.whitelistPlugin® />

) Application to generate one time password for authenticating transactions in 0BDX Application.

1 </description>
1 <author email="oraclefcdbmobiledev@gmail.con” href="www.oracle.com">
U </author>
<content src="TITTIVITIITHITL" />
<access origine’ />
<allow-intent ttp://*/%" />
<allow-intent
1 <allow-intent
19 <allow-intent
0 <allow-intent
1 <allow-intent
<allow-intent >
<preference name="OverrideUserAgent” value="obdx-mobile" />
<preference names="Loglevel" values"ERROR"/>
<feature name="Device">
<param name="android-package” value="org.apache. cordova.device.Device” />
</feature>
<feature name="FetchPlugin">
an namea”andrnid-nackana® valuas®com. ardohe nhansaan. fatch Fatchlunin® />
widget  content
Build  Sync
4, v ® Build: completed successfully at 19/04/15, 4:05 PM
v @ Run build /Users/a ! droid/18.3/1Authe In9thApr/workspace
» @ Load build
» @ Configure build
» ® Calculate task graph |0
x » @ Run tasks s §
]
7
g
3
:=TODO M Terminal | % BUId | = 6:Logcat Q Event Log
Gradie build finished in 585 ms (2 minutes ago) 16chars 1419 LF$ UTF-8 Context: <no context )
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Application Security Configuration

6. Application Security Configuration

Root Check > Ensure Step 3.1 is completed
1. Open google developer console. Select your app then navigate to
Setup-> App Integrity-> change option of Response Encryption

In the window that appears, click Manage and download my response encryption keys and
follow below steps to generate response encryption keys-

a. Create a new private-public key pair. RSA key size must be 2048 bits using below command-
openssl genrsa -aes128 -out your_path/private.pem 2048

Then use your password phrase for creating private.pem and also use the same password
for verifying the private.pem. Then hit the below command.

openssl rsa -in your_path/private.pem -pubout -out your_path/public.pem

Enter the same password which you have used while creating private.pem. These two files
will now appear on your mentioned path. Then upload the public.pem file on the window which
was appeared after clicking on Manage and download my response encryption keys
option.Once you upload the public.pem file it will automatically download
your_app_pkg_name.enc file. Then hit below command as,

openssl rsautl -decrypt -oaep -inkey your_path/private.pem -in your_app_pkg_name.enc -out
your_path/api_keys.txt

Enter the password for private.pem. It will create api_keys.tx file on your path. It must be consist
of VERIFICATION_KEY and DECRYPTION_KEY.

2. Maintain this VERIFICATION_KEY and DECRYPTION_KEY in DIGX_FW_CONFIG_ALL_B
table corresponding to the following keys respectivel:

PLAY_INTEGRITY_ENCRYPTION_KEY and PLAY_INTEGRITY_DECRYPTION_KEY
An example query will be:

update DIGX_FW_CONFIG_ALL_B set prop_value = '"YOUR_DECRYPTION_KEY"' where
prop_id = 'PLAY_INTEGRITY_DECRYPTION_KEY"

update DIGX_FW_CONFIG_ALL B set prop_value
prop_id = 'PLAY_INTEGRITY_ENCRYPTION_KEY";

'YOUR_ENCRYPTION_KEY' where

3. Similarly, Obtain the same keys for authenticator app by using above step 1 and then maintain
those in DIGX_FW_CONFIG_ALL_B table corresponding to the following keys respectivel:

PLAY_INTEGRITY_ENCRYPTION_KEY_AUTHENTICATOR and
PLAY_INTEGRITY_DECRYPTION_KEY_AUTHENTICATOR
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Application Security Configuration
An example query will be:

update DIGX_FW_CONFIG_ALL_B set prop_value = 'YOUR_DECRYPTION_KEY' where
prop_id ='PLAY_INTEGRITY_DECRYPTION_KEY_AUTHENTICATOR;

update DIGX_FW_CONFIG_ALL_B set prop_value = 'YOUR_ENCRYPTION_KEY"' where
prop_id = 'PLAY_INTEGRITY_ENCRYPTION_KEY_AUTHENTICATOR';

Similarly, we also have to maintain package names of Servicing and Authenticator app in the
same table, i.e. DIGX_FW_CONFIG_ALL_B corresponding to the following keys

ANDROID_SERVICING_PACKAGE and ANDROID_AUTHENTICATOR_PACKAGE

An example query will be:

insert into digx_fw_config_all_b (PROP_ID, CATEGORY_ID, PROP_VALUE,
FACTORY_SHIPPED FLAG, PROP_COMMENTS, SUMMARY_TEXT, CREATED_BY,
CREATION_DATE, LAST_UPDATED_BY, LAST _UPDATED_DATE, OBJECT_STATUS,
OBJECT_VERSION_NUMBER) values (ANDROID_SERVICING_PACKAGE',
‘mobileconfig’, ‘com.ofss.zigbank’, 'N', ", 'Stores device id in OUD', ‘ofssuser’, sysdate,
‘ofssuser’, sysdate, 'Y', 1,);

Get the list of Base 64 encoded SHA256 hashed certificates' public keys of server’s valid
certificates. Use below command to generate this hash for your certificate. Replace
‘<certificate.der>" with the path to your certificate.

openssl x509 -inform der -in <certificate.der> -pubkey -noout | openssl pkey -pubin -outform
der | openssl dgst -sha256 -binary | openssl enc -base64

4,
respectively:
SSL Pinning
5.
6.

Add the hashed keys generated in point 6 to
zigbank\platforms\android\customizations\src\main\res\values\app.properties.xml file
in ‘certificate_public_keys’ array. Append this key to ‘sha256/ in an <item> tag as shown
below. Multiple certificate keys can be added to ‘certificate_public_keys’ array by adding them
in <item> tags.

<string—array name=

256/5kJIVNEMw /SHZdv S </item>

</string-array>

Eg. for multiple certificates (In case OAM/IDCS is used):

<string-array name=

Home
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Live Experience With Jumio Integration

7.Live Experience With Jumio Integration

Download live experience android sdk from below download link.

https://www.oracle.com/downloads/cloud/oracle-live-experience-downloads.html

n

Import ‘oracle.live.api-release’ file as a New Module.

Edit View Novigate Code Analyze Refactor Build Run Iools VCS Window Help android [DA20.1 support_new\mobile\androidiservicelun \zigbankplatforms\android] - build gradle (app) - X
= eBrect A android:app-lib [assemble] ¥ -8 3 Q
& Open.. Import Project...
B [ Profile or debug APK Project from Version Control... | B | e I = :) -
”?‘ Open Recent 3 New Module. . biometric:biometric:1.0.1° |
M CloseProject Import Module. 3le.android. gus:play-services-vision:19.0.6' =
Link C++ Project with Gradle Import Sample...
S/ settings.. Ctrl+Alt=5 @ Android Resource File
= N Foracle. Live.api-releasel)
£ B Project Structure. CtrlAlesShift=S 1 Android Resource Directory | 2 2 :
= P — 1j:s1fa5-logaj12:1.7.25
= 13
H Other Settings . i ibs/oracle.wsc. feature. clientsdk.android-7.2.1.1-SNAPSHOT . ja
8 Import Settings. o ibs/peerconnection_android-84.0.4147.105-d25c2ac74afc25¢65d111771dbfabdedb25d2498 . jar
Export Settings. S ScrotchFle  CulAShitelnsert (Do tone- client-1.13. jar-
Settings Repository. ccion) io.android: core:${JUMIO_SDK_VERSTON}@aar"
Export to Zip File... 8 Ce+ Class io.android:bam: ${JUMIO_SDK_VERSION}@a
Convert Module Groups to Qualified Names... & C/C++ Source File io.android:nv:${IUMIO_SDK_VERSION}@aar
B savel Cirles it C/C++ Header File io.android: nv-mrz:${JUMIO_SDK_VERSION}@aar"
2 Sync Project with Gradle Files Image Asset io.android:nv-nfc:${JUMIO_SDK_VERSION}@a
o ' Reload All from Disk Cirle AltsY | 5 Vector Asset [o-andraid: {IUMI0_SDK_VERSTON}@aar”
H \nvalidte Caches / Restart. % Kotlin Script io.android:nv-barcode:${JUMIO_SDK_VERSION}@aar™
E io.android: nv-barcode -vision:${IUMIO_SDK_VERSION}@aar"
% EporttoHTML.. & Kotlin Worksheet ! ! SO
= = io.android: face: ${JUMIO_SDK_VERSION}@aa
2| | B Print.. (AL ¥ i0.android: dv:${JUMIO_SDK_VERSION}@aar"
Add to Favorites b Activity P ¢ cardviews candvien:1.0.0~ g
ielhcding Automotive ¥ sgle.android.gms:play-services-vision:19.0.0" }{ EH
g 1 Folder ¥ android.support’, module:’support-vd® 7
S | Associatewith File Type.. Fragment > 5
: Line Separators 3 Geogle ¥ zag.spongycastle:prov:1.58.0.0" %
Make File Read-Only Other } rains.kotlin:kotlin-stdlib-jdk7:1.3.72" H
5 PowerSave Mode Service » cuba:scuba-sc-android:@.0.18"
g Ul Component » con-authentication:8.12.1faar"
g Exit X q @
£ i - Wear > *libs’, include: '*.jar') © Plugin Update Recommer <
i (Module: orac i Android Gradle Plugin is ready to update,
. build.gradle (Vodule: ora T ) g by to up g
i gradle properties (Global Propertics) L N =
EZTODO = & logeat S\ Buil R Terminal T4 Layout Inspector ) Event Log

I Adds a new module to the project

Fle Edit View Navigate Code Analyze Refactor Build Run Tools

= android | ' app | build.gradle

Android ~ =)

app
manifests

¥ 3prjec

java
java (generated)
assets.
res
res (generated)
il app-lib
i BarcodescannerLib
i Cordovalib

il customizations

2 Resource Manager

il obdxcore
obdxwear
i obdxwear-lib
# Gradle Scripts
build gradle (Project: androi
wrapper.gradle (Project: and
build.gradle (Module: 2pp)
build.gradle (Module:

2. Z:stucture

build.gradle (Module:
build.gradle (Module: com.o

build.gradle (Module

om.o

s

build.gradle (Module: Cordor

cordova.gradle (Module

build.gradle (Module: custor
build.gradle (Module: obdxc
build.gradle (Module: obdxu

build.gradle (Module: o

build.gradle (Mcdule: orac
o1 gradi rties (Global Proj

% 2 Favorites

EditorConfig File
Resource Bundle
<

Create New Module

VCS Window Help

Select a Module Type

Automotive Module

&7

Import Gradle Project

Wear 05 Module

{}

Android TV Module

Import Eclipse ADT Project Import JAR/.AAR Package

Android Things Module

23chars 351:37 LF UTF-8 4spaces W &

=
= S

AndroidManifestxml &

apeis §

Java or Kotlin Library

Jopdeg a)

pmmended

Concel G jin is ready to update.

Jamalp @)

& logeat A\ Build

B Terminal

'3 Layout Inspector € Event Log

) Gradle syn finished in 7 5 107 ms (from cached state) (5 minutes ago)

23chars 35137 LF UTF-8 dspaces w &
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Live Experience With Jumio Integration

3. Add Live Experience Client ID and Cloud Address in below two properties under
app.properties.xml(zigbank\platforms\android\customizations\src\main\res\values)

<string name="LX_CLIENT_ID">@@CLIENT_ID</string>
<string name="LX_ADDRESS">@ @ADDRESS</string>

Note: Add LX_ADDRESS without https://

For example. If the LX_ADDRESS is https://live.oraclecloud.com then add only
live.oraclecloud.com.

4. Click Next and navigate to oracle.live.api-release aar file location and click Finish.

File Edit View Nevigate Code Analyze Refactor Build Run JTools VCS Window Help -
o = = - - — s D oa Lo
ancre! Create New Module x = d x| Q
5 Android v Gradle 8 — =
g — -
& app + w = T 4 |3
5 - =
IS manifests Import Module from Library sndroid e
Jjava (generated)
5 Tasks
5 assets
) app
H e . app-iib
(s sted)
'Er‘hgf"f‘a = Barcodescannerlib
li2pp-¥ . com.oracle bots.client sdk.
g st
=4 manfests com.oracle.bots.client.sdk.
& Jove Cordovalib
Java (generated) customizations
res
tes (generated) File name: DAeracle live.apioracle live.api-release.aaf D::’“WE
obdxwear
Barcodescannerlib
1l Bare nnerL Subprojectname | oraclelive.api-relezse obdwear-lib
{ii Cordovalib
1l customizations
e manifests
g java (generated,
5 -
. res (generated)
{1 obdscore g
é manifests =
= java 2
= Jjava (generated) E
2 res T
= ) i
= res (aenerated) s
. Build Variants s
S Module Active Bu P
= nded
£ o - bmme b
% app ebug - in is ready to update,
> Previous e cnce | [IEZED fyto up g

E=TODO = 6 logeat A\ Build Terminal @ Event log & Layout Inspector

[0} Gradle sync finished in 33 = 719 ms (moments 2go)

5. Un-comment the Live Experience SDK’s from zigbank\platforms\android\app\build.gradle.
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Live Experience With Jumio Integration

X

File Edit View Navigate Code Analyze Refactor Build Run Jools VCS Window Help android [DAtrunk live_exp service\workspace_installer\zigbank\ e - Abuild.grad =

Bwl® Q

android 1 app  # build,gradle Add Configuration... | o Devices %

Android ¥

gain  Open ‘Build View  Show Log in Explorer

android [ trunk_

q

alpen

: Project

gradle °

|

idea

build.gradle
7 google-senvicesjson

proguard-rules.pro

i project properties
app-lib
Barcodescannerlib

2 Resource Manager

com.oraclebots.client.sdk.android.core-20.2.1
com.oracle bots.client.sdk.android.ui-20.2.1
cordova

Cordovalib

customizations

gradle

obdxcore

g

obdhwear

obdwear-lib

£} android json
build gradle

i gradle. properties

gradlew

I Build Variants

gradlew.bat
* keystore ks
i local.properties

£ proguard-rules.pro

Jamain &)

Ji project properties

2 2:Favarites

settings.gradle
TODO  “\ Build  BM Terminal Q) Event Log
trunk_live, rties (The system cannot find the file specified) // // Consult IDE log fo... (7 minutes ago) 175:1 LF UTF-8 4spaces W &

[a]

Gradle syne failed:
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Live Experience With Jumio Integration

6. Un-comment the gradle maven files for Live Experience from zigbank\platforms\android\
build.gradle

= File Edit View MNavigate Code Analyze Refactor Build Run Teols VCS Window Help android [D:\trunk live exp rkspace i - build.gradle () - x
1% android | = build.gradle 4, [ Add Configuration... | [NoDevices v | b 2 = # G o 2% W By D e Q% Q)
= Android = @ = @ — & app\buildgradle < build.gradle () -
Gradle project sync failed. Basic functionality (e.g. editing, debugging) will not work properly. TryAgain  Open‘Build View  Show Log in Explorer | 5
31 // NOTE: Do not place your application dependencies here; they belong v|®
# build.gradle 32 /7 in the individual module build.gradle files
g ) google-senices.json 33 classpath 'com.android.tools.build:gradle:3.4.0"
E —a
g Fl project properties 35 //For Live Experience
g » 1 app-lib 36 Vel
g ¥ Barcodescannerlib £ classpath "org.jetbrains. katlin:kotlin-gradle-plugin:1.3.72"
& B comoraclebots.client sdkandroid.core- 2021 - v
» 1 com.oracle bots.client sdk.android.ui-20.2.1 = }
» I cordova - N
» I Cordovalib o
> customizations a2 allprojects {
" gradie a3 repositories {
[ obdcere a4 maven {
é > a5 url "https://maven.google.con”
il 46 1
F 4 android json a7
4 P //For MicroBlink SDK
. 9 /fmaven { url 'https://maven.microblink.com’ }
E !! gradlew se google()
£ ' gradlew.bat 51 Jcenter()
Z D kaystore s 52 //For Live Experience
: ililocal properties 53 s
& proguard-nules.pro 54 maven { url ‘https://mobile-sdk.jumic.com’ }
5 [ project. properties 55 =
H ¥ settings.gradle 56 @
£  wrappergradie = 3 Z
*‘ @ Gradle Scripts g
=TODO A Build B Terminal Q Event Log

) Gradle sync failed: DAtrunk_live i i i rties (The system cannot find the file specified) // // Consult IDE log for ... (9 minutesago) 1:1 LF UTF-8 4spaces W £

7. Add LiveExperienceActivtiy.java folder from AppExtensions\live experience\ at
zigbank\platforms\android\app\src\main\java\com\ofss\digx\mobile\android

[ android - 1z app " build.gradle

A (mapp v |[ DGooglePiedXl v | P & = H G @ % om Dl QT

= Android ¥ O F & -

7 eapp
> [ manifests

aipein §

(€ SplashActivity
>z assets

2+ Resource Manager

" Fiapp-lib
i Barcodescannerlib
[ 1

v

2081

1 com.oracle.bots.client.sdk.android.ui-20.8.1

Vil Cordovalib

Vil customizations

Vil obdxcore

177 obdxwear

Uiy obdxwear-lib

15, oracle Jive.api-release

7 % Gradle Scripts
¥ build.gradle (Project: android)
¢ wrapper.gradie (Project: android)
# build.gradle (Module: app)
4 build.gradle (Module: app-lib)
¥ build.gradle (Module: Barcodescannerlib)
b (Module: lebots.client.sdk.
¥ build.gradle (Module: com oracle.bots.client.sdk.an
¥ build.gradle (Module: Cordovalib)
¥ cordova.gradle (Module: Cordovalib)

I:Strudure

yYYvovw

Al Layout Captures

B Build Variants

0K 81y 21 A

2 Favorites

Logeat o —

@ Event Log

-4 ORACLE



Live Experience With Jumio Integration

8. Add libs folder at zigbank\platforms\android\app and copy below jars from downloaded sdk

folder in it.

i) oracle.wsc.feature.clientsdk.android-7.2.1.1-SNAPSHOT .jar
i) peerconnection_android-84.0.4147.105-25c2ac74afc25f65d111771dbfabd6db25d2498.jar

i) tyrus-standalone-client-

Iz android | [ app

1.13.jar

(Gowgenan <] & &

[ Project +

B2 android Dk rkspace |
> gradle
> I idea

§ 9 build
3 v B libs
i 11 oraclemwsc feature.clientsdk.android-7.2.1.1-SNAPSHOTjar
H » I peerconnection_android-84.04147.105-d25c2ac74afc 25765111771 dbfabdsdb25d2498 jar
i [ tyrs-standalone-client-1.13jar
> s
2 Iz app.iml
2  build.gradle
i 4 google-semvicesjson
g
g >
S
I
ol »
S 12 Cordovalib
. [Hjcustomizations
5 b Mgrade
2 > FZobdxcore
3 >
- »
>
B

b.4:Run  ZTODO /i Profiler = g logeat M Terminal

9. Un-comment LiveExperienceActivity and NetverifyActivity from
zigbank\platforms\android\app\src\main\AndroidManifest.xml

gGo X8 Kk N0l Q

21013 31 2D

@eventLog

® File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help  android [D:LX | - w\app lapp] - Android Studie  — x
I android  Izapp [Wsrc [0 main g AndroidManifestxml A |mapp v|[ O,GooglePiel XL v | P & = & G @ H w m Dl % Q
= Android @ = | & — ginjwva < x (app) * (@ LiveExperienceActivityjava * s activity_live experiencexml = AndroidManifestxmi
= = com.+ 1gsank
1% app cus
T mantests 122 Grm.:ty'd nfigChs "keyboard | keyboar dHidd Layout Si ientation”
B et 1 android: configChanges="keyboard| keyboardHidden| screenLayout | screenSize |orientation’
E— 101 android: label="7igBank"
% . }:mmmﬁ 102 ) android: name="com. facebook.FacebookActivity” />
s 1e3 - Fe Li E: i
b > Ea appeignature < or Live Experience -
s v Baime 104 <activity android:name="com.ofss. Live. LiveExperienceActivity"/> _
H les
g ( LiveExperienceActivity .
& 106 <activity
N » 5 java (generated)
=, 167 android:name="com. junio.nv.Netverifydctivity”
108 android: configChanges="orientation|screenSize [screenLayout |keyboardHidden”
E 109 android: harduareAccel erated="true"
£ 110 android: theme="@style/Theme . Netverify"
2 m android:windonsoftInputtiode="adjustResize"/>-->
& 112 =
. v B values ﬂj , <{:ppli(a‘tinn) -
H & facebookconnectxml . |( manttesty
S i1 Fpauth-colorsxmi
S i fpauth-strings.xml
=
b Text  Merged Manifest
£ —— u|
2| Build:  Sync Build Qutput o -
| android: successful ot 1/11/2021 7:50 P 265553 ms | Use '--warning-mode all' to show the individual deprecation warnings. 5 H
» See https://docs.gradle.org/6.1.1/userguide/comand_line_interface. htmlésec:command_Line_warnings e
ge CONFIGURE SUCCESSFUL in 11s g
=
o0 o morier & g tngn e [N Qs

nished in 28 5 330 ms (2 minutes ago)

1151 CRLF UTF-2 4spaces &
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Adding Custom Cordova Plugin

8. Adding Custom Cordova Plugin

Step 1 -

Create java folder and add yout package under app(zigbank\platforms\android\app)
Create java file under your package which will extends CordovaPlugin
Override execute method with JsonArray as a parameter
Retrive jsonobject from JsonArray and get the data which passed from s file
Example:
public class GetDirectionMapPlugin extends CordovaPlugin {
@Override
public boolean execute(String action, JSONArray args, CallbackContext callbackContext)
throws JSONException {
try{
JSONODbiject object = args.getJSONObject(0);
String yourKey = object.getString("your_key");
}catch (Exception e){
Log.e(TAG,e.getMessage());

}

return true;

Step 2 -

Create plugin file under plugins folder of
www(zigbank\platforms\android\service\workspace\app\src\main\assets\www\plugins)
Example:
cordova.define("cordova-plugin-getdirection”, function(require, exports, module) {
var exec = cordova.require('cordova/exec’);
exports.navigate = function(args, successCallback, errorCallback) {

cordova.exec(successCallback, errorCallback, "GetDirectionMapPlugin”, "direction”,

1 ORACLE



Adding Custom Cordova Plugin

[args]);

b;
cordova-plugin-getdirection.getDirectionPlugin -> user defined id from
cordova_plugin.js(zigbank\platforms\android\service\workspace\app\src\main\assets\ww
w\cordova_plugin.js)
GetDirectionMapPlugin-> name of java plugin class
direction -> action

navigate -> this can be use in js file to this function

Step 3 -
Make entry of plugin in
cordova_plugin.js(zighank\platforms\android\service\workspace\zigbank\platforms\android\app\sr
c\main\assets\www) as below ->
Example:
{
"id": "cordova-plugin-getdirection.getDirectionPlugin", -> user defined id
"file": "plugins/cordova-plugin-getdirection/www/mapgetdirection.js", -> path of plugin js
file
"pluginld": "cordova-plugin-getdirection”,
"clobbers": |

"window.getDirection" -> this can be used in js file to call plugin

Step 4 -
Make entry of java plugin class in
config.xml(zigbank\platforms\android\service\workspace\zigbank\platforms\android\app\src\main\r
es\xml) file of app as below -

Example:

-2 ORACLE



Adding Custom Cordova Plugin

<feature name="GetDirectionMapPlugin">

<param name="android-package" value="Your_Plugin_Java_Class_Path" />

</feature>

GetDirectionMapPlugin -> Name of java plugin class

Step 5 -
Plugin calling in js file ->
Example:
window.getDirection.navigate({
originLatLng: origin,
destinationLatLng: location
)
window.getDirection -> clobber define in the cordova_plugin.js file

navigate -> name of the function defined in plugin js file

Home
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ODA Chatbot Inclusion

9. ODA Chatbot Inclusion

To enable ODA Chatbot services in the mobile app, the following changes needs to be made:

1. Copy ODAPIlugin.java from

workspace_installer/AppExtension/oda to

workspace_installer/zigbank/platforms/android/app/src/main/java/com/ofss/digx/mobile/androi

d/plugins/

android - app  sic - main  java com  ofss  digx  mobile android  plugins

E Project I % -
3 % android
- gradle

idea
- app
2 build
[ sre
3 main
- assets

java

com.ofss.digx mobile.android
plugins
¥ RootCheckFlags
& SplashActivity
res
i AndroidManifest.xm|
build gradie
) google-services json
# proguard-rules.pro
project.properties
2 app-lib
«BarcodescannerLib
com.oracle.bots client.sdk.android.core-20.8.1
com.oracle.bots.client.sdk. android, ui-20.8.1

cordova
Build: Syne Build Output

£l Build android: finished At 05/07/22 > Task

g

& » > Task

4 Task
@ > Tasl

- > Task

-

5

¥

*

5

2

2

8
=T0DO @ Problems  }# Version Control 0 Terminal = Logeat | % Build

Launch succeeded (33 minutes ago)

Search Everywhere Double ¢
Go to File ¢#N

Recent Files ®¥E

Navigation Bar \XR

Drop files here to open them

:app:processDebuglavaRes NO-SOURCE

:app: transfornResourcesiithiergelavaResForDebug
:app:packageDebug

:app:assenbleDebug

Deprecated Gradle features were used in this build, making it incompatible with Gradle 7.6.
Use '--warning-mode all' to show the individual deprecation warnings.
See https://docs.gradle.org/é.1.1/userguide/conmand line interface.html#sec:command line warnings

BUILD SUCCESSFUL in 24s
45 actionable tasks: 45 executed

B Run /3 Profier  § AppInspection

2. Download ODA Android sdk from below link-
https://www.oracle.com/downloads/cloud/amce-downloads.html

& 0DAPlugin A [ muwov Gewxinsy GE S G AmEE LS Q8

-
9
&
&
1
&
8
£
&
& -
£
8
g
2
=]
§
g
o
8
]
8 Eventlog (2 Layout inspactor
]

3. Add libs folder at zigbank\platforms\android\app and copy below files from

downloaded sdk folder in

it.

a. com.oracle.bots.client.sdk.android.core-xx.aar

b. com.oracle.bots.client.sdk.android.ui-22.04.aar

ORACLE
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ODA Chatbot Inclusion

android  app I libs A mawp v GEmxANZ - GG D HEGAGE gLe Q&

[ Project ~ OF =% —

 Wgandroid ~Android 1_8US, icef
> W gradle
> e idea
v lapp

> I build

L com.aracle.bots client.sdk.android.core-22.04.aar
7L com aracle.bots client.sdk.android.ui-22.04.aar
> Msrc
# build.gradle
1} google-services.json
@ proguard-rules.pro
Hiproject.properties
7 Faapp-lib
» 15 Barcodescannerlib
[ com oracle bots.client.sdk.android.core-20.8.1
[ com.oracle.bots.client.sdk.android.ui-20.8.1
I cordova
13 CordovaLib
> W build
i AndroidManitest.xml
# build.gradle
# cordova.gradle
L CordovaLib-release.aar
T, customizations
b gradle
1; obdxcore

% Resource Manager

<

12 obdxwear

'z obdxwear-lib

) android.json

# build.gradie

igradie.properties

3 gradiew

# gradiew.bat

# keystore.jks

ilocal.properties

# proguard-rules.pro

#iproject properties

= settings.gradle

# wrapper.gradie
iSTODO @ Prodiems | VersionControl @ Terminal = Logeat 4\ Buid B Run (7 Profiler  § App Inspection

IO Launch succeeded (today 2:35 PM) o

4. In Android Studio follow below steps-

[ Build Variants % Fovorites I Structure

File -> Project Structure -> Dependencies

5. Click on "+" icon and select JR/AAR Dependency and select app module and click
Ok.

android  app 1 libs A [muwov Crexany GEESCaABE L% QB

i 14 com.oracle.bots client ek snrraid rnre.27 A aar
i comoraclebots.cliel
» > e € > T .
 build.gradle
{0 google-services json
# proguard-rules.pro SDK Location
Hiproject.properties Variables
15 app-lib
> I BarcodescannerlLib Modules
o oo T
1 com.oracle.bots.client.
i cordova
1y Cordovalib
> build Suggestions  €B)
& AndroidManifest.xm!
 build.gradle
 cordova.gradie

|+ | X ¥

vz BarcodescannerLil ¥ Cordovalib
3 Cordovalib |
e o Add Jar/Aar Dependency

Please select a module:

v

Nothing to show

iL Cordovalib-release.aar
Vi customizations

vvvovw
§

[concal | aooy | (EEEE

K Buld Variants % Favorites % Structure
=
e
s
H

O ochwey ™ P nomuol = WOl i ocont = o BV W, S i EeiecE I v losestin,
I Lounch succeeded (today 2:35 PM)
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ODA Chatbot Inclusion

6. Add both .aar file paths from step3. Then click Apply and Ok.

android  app 1 libs

& Project ¥ (]

g android ~/Anc ol 1_SUS_Supp i
> I gradie
> b idea
v liapp

> build

A mwmpv| GEeuany GE S S C oG E f0% Qa0
-

lol

e

&
I

4 com.oracle.bots client erk andraid rnm.27 Ad aar
jee@® Project Structure

. P Modules = [AiDspsndensies L Trget Moddes). £ —
# build.gradle + = + I F
& google-services.json Project Il fragment:1.3.6
# proguard-rules.pro SDK Location Iry BarcodescannerLil !l androidx.interpelator:interpolator:1.0.0
1 project.properties Variables - 1
> Fzapp-lib L) Add JarfAar Dependency
> b BarcodescannerLib Modules
s com.oracle.bots client.sdK
" com.oracle.bots client.sdk

Step1.
Build Variants Provide a path to the library file or directary to add.

| ibs/com.oracle.bots. client.sak.android.ui-22.04.aa [+]

& AndroidManifest.xml Step 2.

‘Assign your by 9
# build.gracle Open Documentation

& cordova.gradie
L CordovaLib-release.aar

> L customizations
> Iwgradle
> I'; obdxcore
> I obdxwear
> I, obdxwear-lib
il android.son
# build gradle
ifigradie.properties
13 gradiew
# gradiew.bat
# keystore.jks
#ilocal.properties
# proguard-rules.pro
iproject properties
 settings.gradle
= wrappergradle
ET0DO @ Problems | VersionCenwol BN Terminal = Legeat A\ Buld b, Run @ Eventlog TR Layout inspectar
[0 Launch succasded (today 2:36 PM)

Cancel | Apply |

% Favorites 1l Structure

K Build Variants.

android  app 1 ibs

& Project ~ O =% -

~ I android ~/Andreid 1_SUS_Supp i
> W gradie
> M idea
~ lLapp

> b build

A mempv OPexA2v | GG S F 0 A S E g0 Q&
-

§ L com.oracle.bots.client <Ak andemid ~ara-33 A4 aar
iLcomoracle.bots.cliel
= > mste -
4 build gradle
i google-services.json s
# proguard-rules.pro S
project properties Variables
> bgapp-lib L Add JarfAar Dependency
> I BarcodescannerLib Modules
= com.oracle.bots.client.sdK
B com.oracle.bots.client.sdk

¥aBarcodescannerlil - cordovalib
i

Step 1. Nothing to show
Build Variants Provide a path to the library file or directory to add.

| libsfcom.oracle.bots. client.sdk.android.core-22.04.aa [~]

2 AndroldManitest.xmi Step 2.
# build.gradle
" cordova.gradie
74 Cordovalib-release.aar
> i customizations
> M gradle
> I obdxcore
> 1 obdxwear
> g obdxwear-lib
iy android.json
# build.gradle
Figradle. properties
£ gradiew
# gradlow.bat
# keystore jks
Filocal properties

Assign your toa by bel
Open Documentation

Cancel

% Favorites 1l Structure

# proguard-rules.pro

#uproject.properties

 settings.gradle

= wrapper.gradie
=T000 © Probems | VersionContol O Terminal = Logeat 4, Buld b Run 3 Profilr 4§ App inspection @ Eventiog T Layout inspector
[0 Launch succeeded {today 2:35 PM)

7. Add Chatbot ID and Chatbot URL in
app.properties.xml(zigbank\platforms\android\customizations\src\main\res\values)

X Build Variants

<string name="CHATBOT_ID">@@CHATBOT _ID</string>

<string name="CHATBOT_URL">@@CHATBOT_URL</string>
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10. Live Experience Integration

1. Download live experience android sdk from below download link.

https://lwww.oracle.com/downloads/cloud/oracle-live-experience-downloads.html

2. Add libs folder at zighank\platforms\android\app and copy below jars from downloaded sdk
folder in it.

e oracle.wsc.feature.clientsdk.android-7.2.1.1-SNAPSHOT jar

e peerconnection_android-84.0.4147.105-
25c2ac74afc25f65d111771dbfabd6db25d2498.jar

e tyrus-standalone-client-1.13.jar

e oracle.live.api-release.aar

android  app b B A LWL L) [N - 4
E Project L] o

< android 2

L gradle
idea o~
app H

build
i

i android-7.2.1.1-SNAPSHOT jar
4.0.4147.105-d25c 20c T4atc 25166411177 1dblabd6 db26d 2498 jar

Double ¢
>%0
a sdk.android.core-20.8.1 [core-20.8.1])
4 com.oracle bots client.sdk android.ui-20.8.1 [ul-20.8.1)

& customizations

¥ Build Variants.

W Bookmarks

presr

V VersionControl b Run 5 TODO @ Problems G Profiler & Logcat i Profiler  f§ Appinspection @ Dependencies [ Terminal A, Buid Q Eventlog Layout Inspector
Launch succeeded (23 minutes ago}

3. Add Live Experience Client ID and Cloud Address in below two properties under
app.properties.xml(zighank\platforms\android\customizations\src\main\res\values)
<string name="LX_CLIENT_ID">@@CLIENT_ID</string>
<string name="LX_ADDRESS">@ @ADDRESS</string>

Note: Add LX_ADDRESS without https://

For example. If the LX_ADDRESS is https://live.oraclecloud.com then add only
live.oraclecloud.com.

4. Un-comment the Live Experience SDK’s from zigbank\platforms\android\app\build.gradle.
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A Buld = Dc

tandardK

impli

Live Experience Integration

5. Add LiveExperienceActivtiy.java folder from AppExtensions\live experience\ at

zighank\platforms\android\app\src\main\java\com\ofss\digx\mobile\android

= android i app = buildgradle

* 1 Project

2+ Resource Manager

:Strudure

51 Layout Captures

B Build Variants

2 Favorites

iSTODO | = Gilogeat  “\ Build B Terminal

Android v 2]
app
manifests
jave
com.ofss.digx.mobile.android
€ LiveExperienceActivity
© SplashActivity
assets
res
iapp-lib
{li BarcodescannerLib

& com.oracle. bots.client sdk.android.core-20.8.1
% com.oracle.bots.clientsdk.android.ui-20.8.1
il Cordovalib
i customizations
il obdxcore
obdxwear

i obdxwear-fib

% oracledive.api-release
¥ Gradle Seripts
build gradle (Projec

wrapper.gradie (Pro;
build.gradle (Module: 2pp
build gradle (1o
build.gradle (Mo
build gradle (1o
build gradle (1o
build gradle (1o
cordova.gradle (Vo

Logeat

e
&

“ app v || [, Google Pixel XL ¥ | B X

Search Everywhere Double Shift
Go to File Ctrl+Shift+N

Recent Files Ctrl+E

Navigation Bar Alt+Home

Drop files here to open

&

@

%5

-
2
u]
o
2
o — |8
@ Event Log

6. Un-comment LiveExperienceActivity from

zigbank\platforms\android\app\src\main\AndroidManifest.xml
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